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1. PRESENTATION

Through the MQTT protocol, the LogBox Wi-Fi can be configured to communicate with Amazon Web Services (AWS). To do this,
follow the steps in this manual.
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2.  CONFIGURING AWS

To perform the communication and pairing between the LogBox Wi-Fi and AWS, you need the NXperience software, available
on our website, and optionally the MQTTBox.

After that, the following procedures must be performed:

1. Create an account in Amazon Web Services.

2. Once the account is created, access the Services tab in the top menu and, in the Internet of Things subsection, select the

loT Core option.
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3. IntheloT Core service, open the Secure tab in the left menu and select the Policies option. Once the option has been

selected, click on Create a policy.

Fig. 01 - AWS Services

Monitor
Onboard
Manage

Secure

‘ﬁiB’ AWS loT

Certificates

Role Aliases

Authorizers

Defend

Act

Test

Software

i

You don't have any policies yet

AWS loT policies give things permission to access
AWS laT resources (like other things, MQTT topics, or
thing shadows).

e -

Fig. 02 - Create a policy

NOVUS AUTOMATION

313



4, Inthe Name field, name the policy to be created. In the Action field, type: "iot:*". Edit the Resource ARN field for "*". Check
the Allow field and click the Create button.

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about IoT policies ga to the AWS loT Policies documentation page.

Name

FirstPolicy

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

iot*

Resource ARN

Effect

B Alow] | Deny

Add statement

Fig. 03 — New policies configuration

5. After creating a new policy, still in the Secure tab, in the left menu of the loT Core service, select the Certificates option.
Once this option has been selected, click Create a certificate.

Y

&P aws ot

Monitor
Onboard
Manage
Secure \/

Certificates

Policies
CAs
Role Aliases You don't have any certificates
Authorizers yet
Defend Certificates help things establish a secure connection.
Act
Test
Software

Fig. 04 — Create a certificate
6. Click Create certificate in the One-click certificate creation tab.

One-click certificate creation (recommended)
authority.

Fig. 05 — One-click certificate creation
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7. Download the A certificate for this thing and the Private Key.

In order to connect a device, you need to download the following:

A certificate for this

thi €98c6ffc20.cert.pem
ing

A public kay ¢98c6ffc20.public.key Download
A private key ¢98chffc20.private.key

Fig. 06 — Downloads

8. Download the certificate from a root CA.

You also need to download a root CA for AWS loT:

A root CA for AWS I

Fig. 07 - root CA
9. Inthis new window, click the Amazon Root CA 1 link to download AWS Root CA certificate.

Server Authentication

Server certificates allow your devices to verify that they're communicating with AWS 10T and not another server impersonating AWS I0T. AWS IoT server certificates are signed
by one of the following CA certificates:

VeriSign Endpoints (legacy)
= RSA 2048 bit key: VeriSign Class 3 Public Primary GS raot CA certificat
Amazon Trust Services Endpoints (preferred)

'* RSA 4096 DIt key: Amazon ROOt CA 2
® ECC 256 bit key: Amazon Root CA 3
 ECC 384 bit key: Amazon Root CA 4

Fig. 08 — Root CA 1

10. When you click on the Amazon Root CA1 link, the certificate will be displayed on the webpage in text format. To save it, just
click on Ctrl +S.

For the TLS v1.2 security layer, you must have the 3 certificates, similar to the ones below:

| AmazonRootCAL. pem
[ 9B c6ffc20- certificate. pem
|| c98cbffc20-private pem.key

Fig. 09 — Examples
11. Before completing the procedure, click Attach a policy and append the policy created in Step 4.

Fig. 10 — Attach a policy

Add authorization to certificate

You are attaching a policy to the following certificate:

9Bc6ffc20f478d 32953024 4df571c8

Select a policy to attach to this certificate:

@ FirstPolicy View

ey

Fig. 11 — Select a policy
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12. Check the created certificate, access the list of Actions and click Activate.

Certificates 1selected [F]] Actions - 'O'
I Activate @
c98c6ffc20f47843898... Revoks

INACTIVE

Start transfer
Attach policy
Attach thing

Download

Delete

Fig. 12 — Activate

13. On the side menu, expand the Manage tab and select the Things option. In the next window, click Register a thing.

&P aws to

Monitor
Onboard

Manage

Types

Thing Groups

Billing Groups
Jobs , .
You don't have any things yet
Secure
A thing is the representation of a device in the cloud.

Defend
e \—/LEE e
Test

Fig. 13 — Register a thing
14. In the new tab, click Create a single thing.

Register a single AWS loT thing
Create a thing in your registry Create a single thing

Fig. 14 — Create a single thing

15. Name the device in the Name field.

This step creates an entry in the thing registry and a thing shadow for your device.

Name

LogBox_AWS

Fig. 15 — Name the device
16. Create a device type by clicking the Create a type button.

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

No type selected -

Fig. 16 — Create a type
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17. In the new windows, assign a name for the type and click Create a thing type.

Create a thing type

This will help you organize, categorize, and search for your things.

Name

Data_Logger

Description

Set searchable thing attributes

You can define up to three attributes for a thing type. Things associated with this type can be searched by using these
fields.

Add another
Cancel Create thing type

Fig. 17 - Create thing type
18. After create a type, click Next. In the new window, click Create thing without certificate.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate

loT.

Fig. 18 — Create thing without certificate
19. In the side menu, select the Secure tab and access the Certificates option. Check the existing certificate, open the Actions
tab and click Attach thing.

Certificates 1 selected E||

Deactivate

® 0 D

O8c6ffc20f478d3898.... Revoke

ACTIVE

Attach policy

Attach thing

Download

Delete

Fig. 19 — Attach thing
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20. In the new window, check the item to be attached and click Attach.

Attach things to certificate(s)

Things will be attached to the following certificate(s):

€98c6ffc20f478d389835ac4329530a4400905a5ab40cd0e0b5dedb44df571c8

Choose one or more things

LogBox_AWS

1 thing selected

Fig. 20 — Attach things to certificates

21. In the side menu, access the Settings option. Save the AWS account custom endpoint.

& aws to Settings
Monitor Custom endpoint FrasLEn
Onboard This is your custem endpoint that allows you to connect to AWS loT. Each of your Things has a REST API available at this endpoint.
This is also an important property to insert when using an MQTT client or the AWS loT Device SDK.
Manage
Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.
Secure
Endpoint
Defend
al3tddbx72viqu-ats.iot.us-east-2.amazonaws.com
Act
Test
Software DISABLED
Logs
You can enable AWS loT to log helpful information to CloudWatch Logs. As messages from your devices pass through the message
Learn broker and the rules engine, AWS loT logs process events which can be helpful in troublesheoting.
> Role
Fig. 21 — Custom endpoint
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22. Run NXperience. Connect LogBox Wi-Fi via USB interface or via Modbus-TCP. Enable the Wi-Fi interface on the Wi-Fi tab
in the Communication NXperience tab. Access the MQTT tab and configure it with the following parameters:

NOVUS LogBox Wi-Fi

Communication

Wifi ModBusTcP VIS NOVUS Cloud  SMTP
Enable MQTT: Enabled - Publisher Topic: novusi8020709/[.] [ |

Broker User: Senvice Port: 8883 =

Broker Password: @ Qos: 1 -
I Broker IP or URL: a13tddbx7 2viqu-ats ot us-gast-2. amazonaws.com

Time Format: DateTime - JSON Format: Dynamic descriptive -

Bool format: Numeric - I Security: TLS V1.2 - Self signed - I

Clean mode m:l CA cerfificate: AmazonRootCA1.pem.td

& Intern clock Client certificate: 98 chffic20-certificate pem.cr
& Setdownload Private key: c98chffic20-private. pem.key

PEOP)T &

Fig. 22 - Communication

o Enable MQTT: Enable the MQTT protocol.

e Service Port: 8883.

e QoS: 1 (AWS does not allow QoS 2).

o Broker IP or URL: Insert Endpoint saved in Step 21. Ex.: a2jsauz3jc3c1e-ats.iot.us-east-2.amazonaws.com.
e Security: TLS V1.2 - Self signed.

o CA Certificate: Load the Amazon Root CA certificate. Ex.: AmazonRootCA1.pem.

o Client Certificate: Load the "thing" certificate. Ex.: 993cb74d0b-certificate.pem.crt.txt.

o Private Key: Load the private key certificate. Ex.: 993cb74d0b-private.pem.key.

23. Send the new configurations to the LogBox Wi-Fi.

24, Return to the AWS console and, in the side menu, select the Test option. In the Subscription topic field, type "novus/#" and
click on Subscribe to topic.

_
@ AWS loT

Subscribe to a topic

Subscribe

. ‘ sk MQTT = an tag - " fve these

Publish to a topic Devices publish MQTT messages an tapics. You can use this client to subscribe to 2 topic and receive these
messages.

Subseription topic

novus/# | Subscribe to topic

Max message capture (2

100

Quality of Service &

® - This client will not acknowledge to the Device Gateway that messages are received

1 - This client will acknowledge to the Device Gateway that messages are received

Fig. 23 - Subscription topic
The "novus/#" topic will be as shown in Fig. 24:

& aws o1

Subscribe to a topic

Publish

Publish to a topic Specify a topic and a message to publish with a QoS of 0.

novus/#
| nowus/E *

Fig. 24 - "novus/#" topic
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25. Restart the device and wait for the previously programmed data to be sent. This procedure will allow you to observe the data

being delivered to the Broker, as shown in Fig. 25, Fig. 26 and Fig. 27:

novus/18141554 /config 30 de out de 2018 12:18:02

"n_channels": &,
“timestamp™: 434@83.53122685,
“frame_format": "array_static”,
“channels_enabled": [

2,

1,

1,

2
1,
"hash": "9622D6DBOD3E4A3EAL3DITCSDE97E8T746D5A2AFET",
"gmt": 8,
“tag_channels": [

“"J

“Analogl”,

"analog2"”,

1,

"tag_units": [

)
"celsius”,
“Fahrenheit™,

1s

"sp_alarm_low": [
2,

"sp_alarm_high": [

Fig. 25 - /config topic

novus/neighbor 30 de out de 2018 12:15:02

"model”: "LogBox Wi-Fi",

"serial": 18141554,
"18.51.11.143"
"B@:38:29:78B:D6:C5",
5,
"firmware_version™: 1.e1

¥

Fig. 26 — /neighbor topic

novus/18141554/log/channels 30 de out de 2018 12:18:01

"n_channels": 4,
“"timestamp”: 42483.59122685,
"battery": e,
“"value_channels": [

1s
"alarm_low": [
@,
2,
2,
e
1.
"alarm_high": [
2,

"buzzer_state": @

¥

Fig. 27 - /log/channels topic
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26. In order to perform connectivity tests with the server, you can publish a message in a topic. You must type "novus/" in the

blank field in the "novus/#" topic, as shown in Fig. 28, and click Publish to topic.

Publish
Specify a topic and a message to publish with a QoS of 0.

novus/

Publish to topic

Fig. 28 — Publish

By default, the message "Hello from AWS loT console" will be sent:

HOVUS/ Nov 28, 2018 1:45:28 PM -0200

{

"message”: "Hello from AWS IoT console”

}

Export Hide

Fig. 29 — Default message
The message can be modified by editing the field represented by Fig. 30:

Fig. 30 — Successfully received package

We should obtain the following result:

novus/ Nov 28, 2018 1:48:43 PM -0200

{

"message”: "Successfully received package!”

}

Export Hide

Fig. 31 - Edit the message
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3.  OPTIONAL STEPS

Steps 24, 25 and 26 can optionally be performed in the MQTT Box software, which can be downloaded for free via the link

http://workswithweb.com/mgttbox.html.

27. Run the MQTT Box software and click Create MQTT Client.

B MQOTTBox

= Menu

MQTTBox  Edit

Help

MQTT CLIENTS

No MQTT clients added. Click

Create MQTT Client 4

Create MQTT Client

to add ne

e Protocol: mgtt/ tls.

o Host: Enter the Endpoint address saved in Step 21. Ex.: a2jsauz3jc3c1e-ats.iot.us-east-2.amazonaws.com.

e SSL/TLS Version: TLSv1.2.

Fig. 32 - Create MQTT Client
28. In the configuration window, fill in the available fields with the following values:
e MQTT Client Name: Enter client name. Ex.: AWS Broker.

e SSL/TLS Certificate Type: Self signed certificates.
o CAFile: Load the Amazon Root CA certificate. Ex.: AmazonRootCA1.pem.

o Client certificate file: Load the "thing" certificate. Ex.: 993cb74d0b-certificate.pem.crt.txt.
o Client key file: Load the private key certificate. Ex.: 993cb74d0b-private.pem.key.

You do not need to make any changes to the other settings.

MQTT Client Name

AWS Broker

MQTT Client Id

Append timestamp to MQTT client id?

a271fdbad-3cf0-4613-9c75-5412c2697C18 [~ ¥ Yes
Protocol Host Clean session?
matts /tis a2jsauz3jcace-ats.iot us-east-2.amazonaws.com @ Yes
SSL / TLS Version SSL / TLS Certificate Type
TLSV12 Self signed certificates
CAfile [cient certiticats file Client key file

Escolher arquivo | Nenhum arquivo selecionado

|AmazonRootCA1.pem

Escolher arquivo | Nenhum arquivo selecionado

993Cb74d0b-certificate.pem crt.ixt

Escolher arquivo | Nenhum arquivo selecionado

993¢h74d0b-private pem key

Username

Password

Reschedule Pings?

Broker is MQTT v3.1.1 compliant?
@ Yes

Auto connect on app launch?

@ Yes

Client key passphrase

Queue outgoing QoS zero messages?

@ Yes @ ves

Reconnect Period (milliseconds) Connect Timeout (milliseconds) KeepAlive (seconds)

1000 30000 10
‘Will - Topic Will - QoS Will - Retain ‘Will - Payload
0 - Almost Once No
[ save | Delete
Fig. 32 - MQTT Box configuration
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http://workswithweb.com/mqttbox.html

29. After saving the settings above, check if the MQTT client is connected.
In the Topic to subscribe field, type "novus/#". By using this wildcard, the client will sign up for all topics that NOVUS devices

post.

MQTTBox Edit Help

= Menu -

@ Add publisher Add subscriber o

Topic to publish

Qos
0 - Amost Once

Retain

Payload Type
Strings / JSON / XM

fhalo gy

Characters

fropic to subscribe

novus/#

Fig. 33 — Topics subscribe

30. Wait for the device to reconnect to the Wi-Fi network.

Run the MQTT Box software and verify that the data is correctly delivered to the Broker, as shown in Fig. 34:

{"n_channels":4, "timestamp":43383.13033565,"battery":0.00,"value_channe
Is™:[0.0,-232,-386,0.0],"alarm_low™[0,0,0,0] "alarm_high™[0,0,0,0],"buzzer_s
tate":0}

{"n_channels" 4 "timestamp":43383 13032407, "battery"-0.00,"value_channe
Is":[0.0,-232,-385,0.0],"alarm_low":[0,0,0,0] “alarm_high":[0,0,0,0],"buzzer_s
tate™:0}

{"n_channels"4 "timestamp":43383.13032407,"battery":0.00,"value_channe
1s™:[0.0,-232,-385,0.0],"alarm_low":[0,0,0,0] "alarm_high":[0,0,0,0],"buzzer_s
tate":0}

{"n_channels":4,"timestamp":43383.13031250, "battery":0.00,"value_channe
Is™:[0.0,-232,-386,0.0],"alarm_low™[0,0,0,0] "alarm_high™[0,0,0,0],"buzzer_s
tate":0}

{"n_channels"4 "timestamp":43383.13031250,"battery"-0.00,"value_channe
Is":[0.0,-232,-386,0.0],"alarm_low":[0,0,0,0] "alarm_high":[0,0,0,0],"buzzer_s
tate™:0}

Fig. 34 — Broker MQTT
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